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Deploying Xperate Asset Manager from Azure Marketplace.
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Create Xperate Asset Manager

Basics  Review + create

Project details

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and
manage zll your resources.

Subscription * (O | Azure subscription ' |
L Resource group * (@) | (Mew) marketplace-rg v |
Create new

Instance details

Region * (0 | UK South ~ |
Web App Name* O | asset-manager-app e |
App Service Plan Name * () | asset-manager-plan \/ |
App Service Plan SKU * (D | Standard (51) A |
Virtual Network Name * (@ | assetmanager-vnet e |
SQL Server Name * (D) | assetmanager-sql \/ |
5QL Database Name * [ Assetnr ]
SQL Admin Usermame * (D) | sqgladmin s |
5QL Admin Password * (O | sresissasasines - |
Confirm SQL Admin Password * (D | srrsresssasasaas ' |

Application Artifact URL* ©

https://vhdgallery.blob.corewindows.net/assetmanagementapp/Xpera... .~ |

Managed Application Details

Provide a name for your application's managed resource group. Your application's managed resource group holds all the
resources that are required by the managed application.

Managed Resource Group * (3 | mrg-xperateassetmanagemen-20230916154816 N

Previous | ‘ MNext | Review + create
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2. Agree to terms and conditions, then press create.

A\ Unable to retrieve prices and legal terms

TERMS

By clicking "Create", | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s)
listed above; (b) authorize Microsoft to bill my current payment method for the fees associated with the offering(s), if
any, with the same billing frequency as my Azure subscription; and (c) agree that Microsoft may share my contact,
usage and transactional information with the provider(s) of the offering(s) for support, billing and other transactional
activities. Microsoft does not provide rights for third-party offerings. See Azure Marketplace Terms for additional
details.

Co-Admin Access Permission

By checking the box and clicking “Create” | give permission for the temp provider ref d above (the "Provider)
to have Administrative-level access to one or more Azure resources in order to provide support and management
services for the template. In the event of an issue arising from a Provider's services or failure to provide services, your
sole recourse is with the Provider. Unless Microsoft is the Provider, Microsoft (i) does not approve, monitor or manage
the Provider's access, and (i) bears no responsibility whatsoever for acts or omissions of a Provider,

| agree to the terms and conditions above. ™

Basics

Subscription Azure subscription

Resource group marketplace-rg

Region UK South

Web App Name asset-manager-app

App Service Plan Name asset-manager-plan

App Service Plan SKU Standard (51)

Virtual Network Name assetmanager-vnet

SQL Server Name assetmanager-sql

SQL Database Name AssetDB

SQL Admin Username sqladmin

SQL Admin Password e

Application Artifact URL https://vhdgallery blob.core.windows.net/assetmanagementapp/Xperate.Ass...
Managed Resource Group Name mrg-xperateassetmanagemen-20250916154816

3. Once the app has been deployed, click “Go to resource”

@ Your deployment is complete

Deployment name : xperatelimited1713436964804.xperatepasswordsafe-p-20250416153557
Subscription : Azure subscription

Resource group  : passwordsafe-rg

> Deployment details

" Next steps

Go to resource
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4, During the deployment of Xperate Asset Manager, a managed resource group is created with a

unique date/time based suffix. This managed resource group contains Xperate Asset Manager’s

core components.

Click on Managed resource group

A Essentials

Resource group : xp-marketplace-1g Managed resource group  mrg:

gemen-20250917104635

Location : West Europe Support name : Xperate Support
Subscription  + Azure subseription - Grey Matter Support email * support@xperate.com
Subscription 1D : 79c293ab-Ab6e-446a-bded-d1docatatass Support phone : +A47971795565

Support link  hitpsi//support.perate.com

Welcome to your Managed Application

Managed Applications provide out-of-the-box applications and services that live in your
subscription and can be maintained by you or a Managed Application Publisher.

Your Managed Application Publisher has access to maintain the resources, so you do not
need ta maintain application-specific domain knowledge of running the service. Learn more
i

Click on the Asset Management App App Service

Name 7

B AssetDB (xp-assetmanager-sgl/AssetDB)

|‘3 Xp-asset-management-app

& xp-asset-management-plan
> yp-asset-mgmt-vnet

B xp-assetmanager-sql

Type

SQL database
App Service
App Service plan

Virtual network

SQL server

E Under the Summary > Essentials section, note down “Default Domain”

~ Essentials

Resource group (move) : mrg: 1-20250917104635 Default domain { xp-asset-mar gement-. nm!
Status : Running App Service Plan : xp-asset-management-plan (S1: 1)
Location (move) : West Europe Operating System : Windows
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5. Next, integrate the new managed app into your Entra ID.

What you will need:

o Default Domain (The URL that you plan on using to reach Xperate Asset Manager).

A PowerShell script (1-Create-AMS-AppReg.psl) is available to download that will allow you to
automatically create the App Registration. To use this, simply edit the script header, replacing the
default App Name (with your preferred App name) and SPA Redirect URI (this is the Default Domain

noted down in previous section).

AThis script should be run using PowerShell 7.0 or greater with the latest version of Azure Cli

installed. (see: https://learn.microsoft.com/en-us/cli/azure/?view=azure-cli-latest)

\g
/ Edit 1-Create-AMS-AppReg.psl

Laasassandantnnssiaasdlostisssataadiasisassasastnassnnssdiaditsssassndsasiss
# script to create Entra App Registration for Xperate Asset Management App #
FHEER R R AR R R R A R R R R AR A R R R R R R R A R R R R R R R

# User-configurable wvariables - EDIT THESE VALUES
$AppName = "[Xperate Asset Manager[" # Enter the display name for the Asset Management App
$SpaRedirect = '[hffps://yourapp.azurewebsites. net)/" # Enter the SPA Redirect URI (Web Zpp Default Domain)

Run 1-Create-AMS-AppReg.psl

Setup complete. Record these values:

SPA URI: Xperate Asset Manager
ClientId: eldl6e32-687c-U961-ac8d-uUlUlfl2U6aalb

SPA URI: https://yourapp.azurewebsites.net/

Log file saved to: AppRegistratio 0922_122419.txt

IZ/ Note down the Application (Clientld) for later.
Once completed, open the newly created App Registration and go to Manage > AP| Permissions and

Grant admin consent for your organisation. If you don’t do this, you will be prompted on opening the

Web App for the first time.
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rties

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissi
all the permissions the application needs. Learn more about permissions and consent

n t Add a permission |+ Grant admin consent for Xperate Limited

API / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (3)

User.Read Delegated  Sign in and read user profile No
User.Read.All Delegated  Read all users® full profiles Yes A Not grante
rators UserRead All Application  Read all users' full profiles Yes A Not grant

6. Create and populate your WebApp variables aligning it to your new App Registration.

A PowerShell script (2-Add-WebApp-Vars.psl) is available to download that will create and
populate your WebApp variables for you. To use this, simply edit the script header, replacing the

values shown with those appropriate to your deployment).

\d
/ Edit 2-Add-WebApp-Vars.psl

FHEEH A A R A A R A R R R R R R R R R R R
# PowerShell script to add enviromment variables to an Azure Web App #
FHEFEFFAEEF A AR FFAATHFRATF AR EF AR RS IR EF AR RS AR E AR SRS E R F AR RS H 24 0H

#HE####HER#F User corflgurgblc vari aMles - EDIT T"ESE VALUES #########

$tenantId = #
$clientId = "0C #
$webAppName = #
$resourceGroup #

#F####F#*##F######## EC NOT EDIT BELOW THIS LINE ############FF#F484

Run 2-Add-WebApp-Vars.psl using PowerShell 7.0 or above.

Setting environment variables for Web App: - §
Configuring slot settings for sticky environment variables
Environment variables successfully added to Web App: e jms §p
Verifying applied environment variables:

in Resource Group: mrg-xperateassetmanagemen-20250925115223

AzureAd:Audience api://1lle8fdfd-lecc-Ubb7-b5a2-e75d7cb91fea
AzureAd:Authority https://login.microseftonline.com/*

AzureAd:ClientId 11e8fdfd-lecc-Ubb7-b5a2-e75d7cb91fea
AzureAd:RedirectUri https://mp- .azurewebsites.net/
AzureAd:Scopes api: /,"11eSFdFd lece- Ubb7- b5a2-e75d7cb9lfea/Asset
AzureAd:TenantId WITele "y i L | Bt B )
SyncAzureAd:ClientId 1le8 Fdfd lecc— llbb'? bEa2 e75d7cb91fea
SyncAzureAd:Scope api://1le8fdfd-lecc-Ubb7-b5a2-e75d7cb91fea/App.Default
SyncAzureAd:TenantId ! Loy 3 |

Restarting Web App: my= y% to apply environment variable changes
WARNING: Restart command executed but result could not be parsed. Check Azure portal for status.

Once the script has executed, this concludes the setup and you will be able to launch Xperate Asset
Manger by visiting it’s default domain shown in your Web App summary page.
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7. App Registration - Manual Method

Open Entra ID

Create a new App Registration.

e Name

: Choose a suitable name

e Supported account types: Ensure “Accounts in this organizational directory only (Xperate

Limited only - Single tenant)” is selected

e Redirect URI: Add Single Page Application (SPA), entering the https://+Default domain

Register an application

* Name

The user-facing display name for this application (this can be changed later)

Asset Manager v

Supported account types

Who can use this application ar access this API?
(®) Accounts in this organizational directory only (Xperate Limited only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (opticnal)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this naw is
optional and it can be changed later, but a value is required for most authentication scenarios.

Single-page appli <PA) | [ httpsy/jxp-asset ites.net v

Register an app you're working on here. Integrate gallery apps and other apps from autside your organization by adding from Enterprise applications.

8y proceeding, you agree to the Microsoft Platform Policies o

On clicking “Register” your App Registration will be displayed.

 Essentials

Display name : Asset Manager Client credentials
Application (client) ID :|43af47fe-f8f7-4f9?-9ac0-fc‘\99ﬂ)52c52 | Redirect URIs

Object ID 1 £33¢7610-e5d0-4d12-945d-afb37003b0sb Application 1D URI

Directory (tenant) ID 1 9854c15e-4bcb-4a09-b064-3f56028c95¢7 Managed application in L. :

Supported account types : My organization only

=1
Ij Note down the Application (client) ID for later.

Version 1.0

: Add a certificate or secret
: O web, 1 spa, 0 public client

: Add an Application ID URI
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8.

Adding API Scopes

Go to App Registrations>Asset Manager>Expose an API

e Press +Add a scope
e Press Save and Continue
e Set the following :-
o Scope name = App.Default
o Admin consent display name = SyncScope
o Admin consent description = Scope for Sync
e Press [Add Scope]
e Press +Add a scope
e Press Save and Continue
e Set the following :-
o Scope name = Asset
o Admin consent display name = Asset
o Admin consent description = Default Scope
e Press [Add Scope]
Home > Xperate Limited | App registrations > Asset Manager Add a scope %
& Asset Manager | Expose an APl %
o« R Gotfeechad Do -
B ovenview apiy//43af4Tfe-f8f7-4197-9ac0-fc19¢fb52c52/App.Default
Application ID URI = api://43afaTfe-f8f7-4f97-0ac0-fc19efb52c52 D | edit
& Quickstart Who can consent? ()
Admins and users
# Imegration sistant Scopes defined by this API , o Y
X Diagnose and solve problems Define custom scopes to restrict access to data and functionality protected by the AL, An application that require rg;u:;z:s:m LA 7
~ Manage API can request that a user or admin consent to one or more of these.
B Branding & properties Adding a scope here creates only delegated permissions. f you are looking to create application-only scopes, use  AdMIN consent description * ©
type. Go to App roles. Scope for Sync
D Authentication
© Certificstes & secrets + Addascope ‘
scopes. Who can consent Admin consent display ~ User consent display name @

v

11! Token configuration
- API permissions

& Expose an AP

Hi app roles Authorized client applications

2 Owners Authorizing a client application indicates that this API trusts the application and users should nat be asked to con

. Roles and administrators

No scopes have been defined \ eg. Read your files

User cansent description ©

eg. Allows the app to read your fles.

this AP] state ©

Disabled

I Manifest

+ Add a client application

Support + Troubleshaoting

Client 1d Scopes

No client applications have been authorized

Version 1.0
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9. Add Environment Variables

Open the recently created Asset Management App Web App (found in your managed resource group)

Click on Settings > Environment Variables > App Settings > Advanced Edit

App settings  Connection strings

‘ J2 Search | + Add O Refresh <2 Show values f Advanced edit |I=* Pull reference values

Paste in the following, replacing existing contents. For speed, it is quicker to copy the text below and
enter the values in a text editor before pasting them into Azure. Angled brackets should be removed.

"name": "AzureAd:Audience",
"value": "api://<Application (Client) ID>",
"slotSetting": true

"name": "AzureAd:Authority",
"value": " https://login.microsoftonline.com/<tenantID>",
"slotSetting": true

"name": "AzureAd:ClientId",
"value": "<Application (Client) ID>",
"slotSetting": true

"name": "AzureAd:RedirectUri",
"value": "https://<app-name>.azurewebsites.net/",
"slotSetting": true

"name": "AzureAd:Scopes",
"value": "api://<Application (Client) ID>/Asset",
"slotSetting": true

"name": "AzureAd:TenantId",
"value": "<tenantID> ",
"slotSetting": true

"name": "SyncAzureAd:ClientId",
"value": "<Application (Client) ID>",
"slotSetting": true

"name": "SyncAzureAd:Scope",
"value": " api:// <Application (Client) ID>/App.Default",
"slotSetting": true

"name": "SyncAzureAd:TenantId",
"value": "<tenantID> ",
"slotSetting": true

"name": "WEBSITE RUN_FROM_ PACKAGE",
"value": "https://vhdgallery.blob.core.windows.net/assetmanagementapp/Xperate.AssetManage-
ment.Web.zip",
"slotSetting": false
}
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10. Restart Xperate Asset manager Web App.

11. Xperate Asset Manager is now ready to launch.

Click on Overview in left hand pane of your Web App, then click on the default domain to launch.

@ xp-asset-management-app # *
Wieb App
[ search e = srowse [ Stop

& overview

@ adivity log Location (o

. Access control 1AM Subscrpbon (mwe

'y Subseription 1D . -
lags

P Diagnose and solve problems Tags (edkt)

@ Microsoft Defender for Cloud Properties  Monitoring  Logs  Capabilties  Notifications (2) ®

£ event

R @ Webapp
f+ Resource visualizer
Name xp-asset-management-app
> Deployment
: Publishing model Code
v settings
Runtime Stack Cotnet - v&0

|1} Enviranment variables

1l Configuration B Domains
& suthentication Dafauh domain

idantity Custom domain A
& sackups

@ You have multiple notfications. Switch ta Notifications tab to get mare details.

O Restart (@ Deete () Refresh L Download publish profile 7 Reset publish profile [ Share to mob

Operating System Windows

Health Check Mot Configured

Recommendations

@ Deployment Center
Deployment logs.
Last deployment

Deployment previder

@ Application Insights

Name

& Networking

0 If preferred, you can register a custom domain (e.g. assets.yourdomain.com) instead of using the
default. If so, ensure the custom domain is also added as an additional Single Page Application (SPA)

in the App Registration.

Upon launching Xperate Asset Manager, accept and allow the requested permissions on behalf of
your tenant if APl Admin consent hasn’t already been granted.

B® Microsoft
john.mappley@xperate.com

Permissions requested (1 of 2
apps)
Asset Manager

kperate.co

This application is not published by Microsoft.

This app would like to:
~ Asset (Asset Management Demo)
~/ View your basic profile

~ Maintain access to data you have given it access to

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoftcom. Show details

Does this app lock suspicious? Report it here

Cancel Next

Asset Manager will then load.

Version 1.0

B¥ Microsoft
< john.mappley@xperate.com

Permissions requested (2 of 2
apps)

Asset Management Demo
xperate.com

This application is not published by Microsoft.

This app would like to:
~ View users' basic profile

~ Maintain access to data you have given it access to

Consent on behalf of your organisation

If you accept, this app will get access to the specified resources for
all users in your organisation. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here
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1l, Dashboard
o Categories
[0 Models
& Suppliers

i= Assets

B Allocations

4> Sync

Asset Management System

Dashboard
Select Categories Category-Wise Asset Distribution
All 10
E
3
S
¥
<
0
Categories
th Available s Decor d ih Mai il Allocated
Select Location Asset Distribution

Al (0)

Press Sync to Synchronise all user accounts from Entra ID

Confirm

Are you sure you want to Syncronize all the Users from your
Azure AD?

Once users have been synchronised, create records in the following order before allocating to users :-

1. Suppliers

2. Categories

3. Models

4. Assets
Version 1.0
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